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Sample Use Case of Wireless Mesh Networks  
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Sample Use Case of Wireless Mesh Networks  
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o  Lack of efficient security mechanisms in wireless mesh 
networks especially with respect to routing attacks such 
as wormhole 

 à Design of PASER 

o  Lack of implementations of security mechanisms in 
OMNeT++ 

 à Contribution of the PASER code 

PASER:= Position Aware Secure and Efficient Mesh Routing Protocol 
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Overview of the Implementation Design of PASER in 
OMNeT++ 
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Implementation Goals 

o  Performance evaluation 

o  Low-effort optimization 

o  Verfication of the 
protocol robustness 
against well-known 
attacks 

o  Portable code: 

 



Slide 5 On the Implementation Code of the Secure Mesh Routing Protocol PASER in OMNeT++: The Big Picture 

Communication Networks Institute 
Prof. Dr.-Ing. C. Wietfeld 

Mohamad Sbeiti 

Validation Setup – Static Scenario 

Experimental Simulation 
RoBoard RB-110 (1GHz 
CPU, 256MB RAM) - Iperf 
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Validation Results 

Without wormhole attack  With wormhole attack 

è Experimental measurements validate to a large extent simulation results 
è PASER is robust against wormhole attack 
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Thank you for your attention 

 
  
 

JOIN US: www.PASER.info 
     
     
“Good and (secure) communication is as stimulating as black coffee, 
and just as hard to sleep after." 

                                                                               - Anne Morrow Lindbergh - 


