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Reinforcement Learning Environment

• Reinforcement Learning (RL) environment needs to be interactive.

• An gent learns by on-line interaction with its environment.

1. Takes actions

2. Receives feedbacks

3. Evaluates the actions

4. Updates their knowledge

5. Repeats steps 1-4 until convergence



Reinforcement 
Learning 
Environment

• A sniffer agent function 
is embedded in the 
Data Link Layer.

• A sniffer agent 
continuously monitors 
the network state and 
feedback.

• An executer agent 
executes actions that 
change the network 
state .



Simulated Network



Proposed Network Environment

Traffic generators

Detector agent

Sensor agent



Proposed Network Environment

• HttpTools Kit of OMNET++ [1] has been utilized in developing the simulated 
network 

• Standardhost components contain HTTP Browsers application for generating 
normal traffic.

• Servers are hosts but contain HTTP Servers applications to respond to requests sent 
by HTTP Browsers.

• Router are used for forwarding and dropping packets.

• Routers also host detector agents.

• HttpServerEvilA and HttpServerEvilB for generating malicious traffic.



Description of The Simulated Network Configuration



OSI Layers



OSI Layers 

• A sniffer can see packets details 
after encapsulation.

• Captures relevant information 

• Determines the network status 
based on a threshold.

• Communicates with the 
corresponding detector agent (on 
the same router)



Network State(Data) Sensed by Sniffer 
Agents



Network State(Data) Sensed by Sniffer Agents



Parameters For The HTTP Browsers and 

Servers



Parameters For The HTTP Browser Application



Parameters For The HTTP Server Application



Parameters For The HTTP ServerEvilA and HTTP ServerEvilB Applications



DQN Agent (Detector)



DQN Agent Architecture



DQN Agent Algorithm



Parameters used with the DQN agent



Network Traffic Before and After Attack 

using the DQN Agent



Three Servers in A Normal Situation 



www.goog.com Server Under Attack

http://www.goog.com/


Performance of the DQN Algorithm

(Q Value, Loss, and Epsilon)



Q value



LOSS



Epsilon Decay



Detection Performance



Detection Performance



Conclusion

• An environment has been simulated for Reinforcement Learning 
based intrusion detection  using simulation.

• Network performance measurement.

• Reinforcement Learning algorithm evaluation based on a single 
agent.

• Detection performance (accuracy, precision etc) is to be measured.



Future Work

• Other Reinforcement Learning algorithms can be tested using the framework.

• Cooperative Reinforcement Learning algorithms can also be tested and evaluated.



Thank you
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